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Outline

 What is Command & Control (C2)

« Complex C2 Networks and the
“Revolution in Military Affairs”

 Boyd’s model for C2

* Hierarchies and synchronisation
* Generalising Kuramoto

e \Work In progress

Ref: A. Kalloniatis, “A new paradigm for dynamical modelling of networked C2 processes”,
Proceedings of the 13" International Command & Control Research & Technology Symposium,
Seattle, USA, 2008.



What is Command and Control?

Dapartment of Defonce
Nefenee Seimnee nd

Technology Crrganisation

e C2is:
“Command: the creative expression of human will
necessary to accomplish [a] mission;

Control: those structures and processes devised by
command to enable it to manage risk.”

« C2Is not just about strict hierarchies and
micro-management (it never was).

e Some C2 Concepts:
— “Mission Command”= Auftrags-taktik.
— “Centralised Command; Decentralised Control”.



C2-Networks and the 5
“Revolution in Military Affairs” Pepermert of Delon

Technolagy Organisation

New scientific insights generate new military science.
— Clausewitz (19t C) drawing on Scientific Method in On War,
— Impact of Technology: gunpowder, steel, wire, electromagnetic spectrum, space.
— Use of Operations Research methods in WWII.

US Network Centric Warfare (NCW) “doctrine” for future C2,
4 Tenets:

— Networking improves Information Sharing

— Information Sharing enhances Situational Awareness
— Situational Awareness enables|f-Synchronisation

— Self-Synchronisation increases Mission Effectiasne

See Command & Control Research Program, sponsored by the
US DoD: http//www.dodccrp.org

NCW in Australia:
Human dimension, “Mission Command”, “Professional Mastery”.

“The Edge Organisation”. One where the potentialities of self-synclronisation &nd
self-organisation are maximised; NCW should “empower” the Edge.

Dangers of NCW: fragility, information overload, micromanagement from Centre.



Models for C2

Technology Organisation

« Concept diagrams

 Network Graphs

e Business Process Flow and Simulation
o 77

 Agent-Based Distillation

« Validity of Models?

e Cross-validation.



Boyd* model for C2
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e C2Is an ongoing

cycle:
— Observe
Orient ﬂ“""&%
Decide T
Act — ?\é.
= OODA loop

*John R. Boyd, USAF COL (1927-1997),
Korean War combat pilot, military strategist.



C2 Processes: they're all cycles!
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» Boyd’s Observe-Orient-Decide-Act Loop Technology Organisation

« Snowden’s Cynefin Framework: Different loops
depending on context

e Military Appreciation Process

Strategic Intent—> Scope
Operational Missi
Tactical »| VisSIOn (COA=Course Of Action)
Analysis
| COA
_ Dev
» Elaborations: COA
Lawson’s C2 Cycle; DOODA, ... | Analysis
|—> Decide
]

A 4

Execute




Hierarchies and Synchronisation m%lm

Dapartmant of Defense
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Commander-in-Chief

“— Chief of Staff
Staff

Unit Commanders

Unit Elements

Louis Alexander Berthier :
*Handle CinC comms to own force
*Elaborate CinC orders

*Manage enemy information
*Manage operational routine



Kuramoto* Model
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1-D Oscillator: _
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At critical coupling self-synchronisation occurs: two populations of oscillators
spontaneously arise — locked and random drifting .

Kuramoto derived exact result for critical coupling, for all-to-all infinite network with
frequencies randomly distributed according to symmetric unimodal density g( ):

K y
C
*Y. Kuramoto, Chemical Oscillations, Waves and Turbulence, g (O)

Springer, Berlin, 1984;
S.H. Strogatz, Physica D 143 (2000) 1.




Synchronisability of Complex Networks
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Random networks develop
locked hubs which unite as
coupling increases.

Scale Free networks develop
one locked core which
increases as function of
increasing coupling.

Finite, general graph: lower bound for K 2 VN H Hz Lowest nonzero

critical coupling (Jadbabaie, 2004): L (L) «___ eigenvalue of graph
2 Laplacian

o Key question: Interplay of frequency distribution, coupling and
network characteristics enabling local and global locking.

« Key aim: design networks or assign functions in networks such that
iIntended synchronisation is possible.



Synchronisability and Kawachi g

Aunstralian L:overnment

process e G
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Studying Organisational Topology with Simple Comput ational Models
Journal of Artificial Societies and Social Simulation vol. 10, no. 4 6
Published: 31-Oct-2007 <http://jasss.soc.surrey.ac.uk/10/4/6.html>

Uniform frequency distribution:



Mapping Kuramoto to Boyd
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point of progress in decision cycle. \/ >
K = Coupling = degree of tightness of control. D A
\4

= natural frequency of each node = inverse time period for processing
appropriate information according to “environment” in order to advance
through cycle.

A = intra-C2 Network = not just communications connectivity, but also
authority, collaborative, social, and visual networks.

— Who are my points of reference for my decision cycle?

Implicit assumption: complete transparency of OODA state of adjacent
partners within a C2-system. Not always realised.

Periodicity of sine response function: irrelevance of “stale” information or past
decisions. Keep-to/out-pace adjacent partner’s/enemies current decision cycle.



Continuous vs Pulsed Coupling

A Technolagy Organisation
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The Australian “military” C2 network

PM '
y  a HeTeoRE
. Members

Defence Minister . <
Secretary of Dept

Technolagy Organisation

The Media

ADF not on operationg

Service Chiefs

ADF on operations




Towards a Universal C2 Model

Technolagy Organisation

o C2=cyclic dynamical process + structure
(+fluctuations)

Every C2-node performs an OODA loop

Blue nodes seek to synchronise
their disparate OODA loops

Adversar

i
W)

Blue nodes seek to get inside red agents’ OODA loop




C2 Time Periods

C2-level Time Scales —
Nat/Strat. Months — days
National Security | 24 hr news cycle
Committees — 1 hr—15 mins
Operational level | Planning: days- T
weeks
Monitor-Control:
hourly-daily
Government days-weeks g

agencies; NGOs

Tactical-land —
surface targets —
theatre missiles

minutes-hours

Tactical-air
combat

seconds -
minutes

Modern military operations involve
vast diversity of scales and networking of processes.

Dapartment of Defonce
Niefenee Scirnee and

Technolagy Organisation

From Sullivan, 1999.
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A node Is just a node
|

| PM

Defence Minister .

CDF

The People

The Media

Cabinet Members

Secretary of Dept

Service Chiefs q
‘ Logistics ‘

==

ADF not on operationg

ADF on operations




Mean-field frequencies”
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strategic

operationd

tactical ADF on operations




C2-Time Period Spectrum
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Measurement problem: the actual period represents partial adaptation to
organisational pressures; can’'t pull systems apart to measure time period.

tactical

operationd

strategic

prob density function




A dynamical model for Bv R C2
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Phase angles

Intrinsic
frequencies

Adjacency
matrices

Ng
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= point(s) at which blue can acquire knowledge of red’s state
= point at which blue seeks to stay ahead of red’s OODA loop.




When is locking/drifting appropriate?

 Nodes working in collaboration need to
be able to lock with each other.

o Chief Of Staff function (synchronising
products) needs to drift to move from
one function to another to herd in
specialised functions.

e Tactical node must exhibit hybrid
behaviours:

— lock inside enemy cycle at “Observe” and
“ACtH

— lock with own force at “Orient” and
“Decide”.

Angtralian Government
Dapartment of Defonce
Nefenee Seimnee nd
Technology Crrganisation




Generality of Model
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e This Is not just a model for military
organisations.

Business Organisation Adversary. Competitor
CEO/GM Cycles.
*Planning
*Marketing campaigns
eCustomer response
time

Customer
Servers

Customers/Clients



Applying Synchronisation Theorems =
to C2 [y

Technolagy Organisation

Small Worlds improve synchronisation for continuous coupled oscillators
(Baharona & Pecora '02, Hong et al '02)
The role of the Staff HQ is to make the military network a Small World

Jadbabaie et al ‘04:

VN |,

,<1: network harder to
synchronise

8 10

*NCW envisions the same outcome via flat organisational structure; key is
self-synchronisation. Are Chimera States (Abrams & Strogatz '04) relevant?



Work In progress
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e Using path integral methods in Fokker-Planck
formulation of Kuramoto model.

— Generalisation of critical coupling to networks.

o Applying the Kuramoto framework to new HQ
Joint Operations Command.:

— Cannot use available theorems: frequency
distributions multi-modal, non-symmetric.

— Framework for simulations being designed.



Conclusions ,,,

Technolagy Organisation

« Complexity is having impact in military science.

« Command and Control Science, while never based on
purely hierarchical structures, is exploring complex
networks.

 Dynamical Systems models generating self-
synchronisation offer a natural framework for a “Theory
of C2”.

« Wider applicability than just military organisations.

* More powerful Synchronisation Theorems will be
iInvaluable in advancing field.



